
crealog Password reset

voice biometrics 
for More security

Authentication via voice biomet-
rics is considered particularly  
secure, since a person's voice is 
as unique as his or her  
fingerprint. 

The employees legitimize them-
selves by calling the PWR sys-
tem via a comparison with their 
previously generated biometric 
voiceprint (voice ID).  
If the caller's voice is identical to 
the stored Voice ID, the  
password reset is initiated. 

In conjunction with the reset PIN 
for the PWR system, this re-
sults in a 2-factor authentica-
tion, which provides additional 
security.

24/7 availability for secure access

If an employee forgets the password for 
logging into his or her IT work environ-
ment, or enters it incorrectly several 
times, all it takes to resume work  is a 
phone call. Using a CreaLog VoiceBot, 
the caller can easily unlock or reset his 
or her password via CreaLog Password 
Reset (PWR) and generate a new pass-
word. And all this automatically on their 
own, even on weekends and outside the 
service hours of the IT helpdesk!

Additional Options
In addition to a simple password reset, 
numerous additional options are avail-
able: from single sign-on for various ap-
plications and databases to biometric 
identification of the caller, which pro-
vides additional security and enables 
2-factor authentication. In corporate 
networks, a direct password reset in the 
credential provider screen is also avail-
able, for example in the Windows logon 
window.

For existing CreaLog customers, the 
PWR software module is integrated into 
the CreaLog platform, usually without 
additional hardware costs.

For new customers, CreaLog Password 
Reset is available as a stand-alone sys-
tem: it can be extended by numerous 
other CreaLog solutions, making it an 
excellent low-cost entry into the Voice-
Bot and Voice Portal world.

Guided unlocking  
or resetting
If the user password has been entered 
incorrectly several times in the authori-
zation system (credential provider), ac-
cess is blocked for the time being. In 
the telephone dialog with the VoiceBot, 
employees then have two options:

If the correct password is still remem-
bered, access will be unlocked again 
and the user can immediately log in with 
the previous password.
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Flexible solution 
with additional 
reset options

In corporate networks, a direct 
password reset in the credential 
provider screen is available, e.g. 
in the Windows logon window. 

Users then receive their  
temporary password via SMS, 
for example.  
For this process a VoiceBot 
dialog is not necessary.

Another option for password 
reset is to request supervisors to 
generate a temporary password 
for employees for a one-time 
reset.

If the employee has completely forgotten his password, he/she can request 
a new password in the VoiceBot dialog after authentication with a reset PIN 
(password reset). The system first generates a one-time alphanumeric pass-
word and stores it in the user directory service (e.g. Microsoft Active Direc-
tory). This temporary password is then read out to the caller, several times if 
necessary. He/she thus logs in once in the usual way, but is then immediately 
prompted to change the password and has to set a new personal password.

In addition to a mere password reset, the VoiceBot can also reset blocked 
remote applications in the dialog. (e.g. Citrix sessions)

Password reset solutions  
for greater productivity
Whether CreaLog PWR is used as a module by existing customers or as a 
stand-alone system by new customers, PWR is a user-friendly solution and 
helps boost productivity. After all, it is very easy for employees to reset their 
passwords without waiting, in dialog with the CreaLog VoiceBot 24/7 and in 
compliance with all security requirements. Companies with employees who 
mainly work from home office particularly appreciate the convenient CreaLog 
PWR solutions.

Conclusion
Many companies avoid productivity losses and noticeably relieve the IT help 
desk with the intelligent, voice-based and automated CreaLog PWR solutions.

Quickly and securely to the reset password

To use the CreaLog password reset solution (PWR), employees register in the 
system in two steps. 

n	 First, they call the password reset dialog and identify themselves by en-
tering the last four digits of their user ID. The system determines the reg-
istration status for the PWR in the company's user data directory service 
via LDAP (Lightweight Directory Access Protocol). If the person is not yet 
registered for password reset, the system generates a temporary, six-digit 
reset PIN and sends it to the associated, internal email address.

n	 Finally, the employee calls the VoiceBot again and identifies himself or 
herself with the user ID and the temporary reset PIN. Now the temporary 
reset PIN is changed in the dialog to a self-selected, six-digit reset PIN. 
This is stored in the user data directory service and the registration is 
completed.


